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Overview

This article describes how to access additional security options for MyOhio that will allow
users to provide information which can be used to easily and securely reset or change
account details in the future.

Updating Security Options
1. Login to MyOhio.gov
2. Click the Back to OHID in the top, right corner of the page.
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3. Navigate to your profile. Click Account Settings, then Password Recovery.

My Apps App Store Account Settings Security Profile ... LogOut @ Help

Secure access to
State of Ohio services

- OH|ID provides users with a more secure and private experience during

b Ohli_ﬂ-e Interactions with State of Ohio programs.
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Account Settings

Choeose from the oplions below o make changes W your sccount

Manage Account

Personal Information

Update your name, date of birth, emai

or phone number

Signing in to OH|ID

Password

Change your password
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Updating your security options - Email

Note: A new tab will open in your browser that displays 3 security options you can use to
regain access to your account if you ever forget your password or need to change certain
account information.

To update your email address, click Email and then click the Edit option that appears to
the right.

) | ID My Apps App Store Account Settings Security Profile & LogOut @ Help

Account Recovery

Thisis the information you'll use to regain access to your account if you can't remember your password or if you need to make certain changes to your account information.

You must always have a validated email address.

Email (required) " Security Disclaimer
E A one-time PIN code will be emailed to your inbox. Edit
S o ail.com OH|ID respects your privacy. All the data we collect is to give

you a better and more secure service. OH|ID does not lease,
An additional security option is also requ\red. sell, or release your information to private companies,
contractors, or vendors for any purpose.

Text Message Edi
This registers an SMS option to your account. You will receive a PIN via a fext message on your mobile. Message & data rates apply. See Terms & 2
Congitions and Privay Policies

Security Questions _
@ Answer a few questions aboutyourself. Your responses are case-sensitive.

1. What is the name of your first pet?

2. What is the name of your favorite childhood friend?

3. In what city were you born?

4. What primary school did you attend?

In the pop-up that appears, click on Edit Email.

Are you sure you want to edit your Email Address?
I you change your email address, your current registered email will be reglaced
with the new one. Make sure you have access (o the new email before making

any changes

Page 5 of 17 Ohio et ol orvices Last Revised: 08/10/2022



Navigating MyOhio Security Options and Password Reset

1. Enter your new email address and click Save Changes

App Store Account Settings Security Profile & Logout @ Help

Account Recovery

This is the information you'll use to regain access to your account if you can't remember your password or if you need to make certain changes to your account information.

You must always have a validated email address.

g Email (required) Security Disclaimer
Aone-time PIN code will be emailed to your inbox.
T; peanew email address OH|ID respects your privacy. All the data we collect is to give
. you a better and more secure service. OH|ID does not lease,
-@gmall.ccm
sell, or release your information to private companies,

contractors, or vendors for any purpose.

[ Cancel

An additional security option is also required.

Text Message Edit
This registers an SMS option to your account. You will receive a PIN via a text message on your mobile. Message & data rates apply. See Terms & !
Conditions and Privacy Policies

Q Security Questions )
Answer a few questions about yourself. Your responses are case-sensitive.
1. Whatis the name of your first pet?
2. What is the name of your favorite childhood friend?
3. In what city were you born?

4. What primary school did you attend?

2. A 6-digit PIN code will be sent to your email. Enter it in the pop-up that appears and
click Verify.

@ OH|ID
[

An email with your PIN has been sent to your email address

PIN o
0 |

Are you having trouble? SEND NEW PIN
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3. You will now see your updated email address on the Security Options page.

A Officiad Site of Chio.gov @

®O0H|ID Y I p—

2
L
= Security Disclaimer
-
Tent Hersag
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=) 2
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Updating your security options - Text Message

1. To enable text message as a security option, click Text Message and then click
the Edit option that will appear to the right.

A Official Site of Chiogoy &

Security Options

N —

= i g i 4 o Security Disclaimer
i L

£ SraryQuson - ) .

2. In the pop-up that appears, click on Edit Mobile Number. Enter your new mobile
number and click Save Changes.

An Cificksl B of Chiogey @
L]

®OHJID SECRIT DEVELOPERS HELP  WANAGEOHDA -

Security Options

L]
E Security Disclaimer
o . °
Typean & Prs
[ —
2 ©
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3. A 6-digit PIN code will be sent to your phone. Enter it in the pop-up that appears and
click Verify.

®OH|ID

An SMS with your PIN has been sent to your phone number

PIN o
i )

Are you having trouble? SEND NEW PIN

4. You will now see your updated mobile number on the security options page.

o Dfeial S ol o gov @&

QOHHD SECURITY  DEVELOPERS  HELP  MAMAGE O8I D ACCOUNT a Q

Security Options

E . Security Disclaimer
L. S ©

P
Ly LI o
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Updating your security options - Security Questions

1. To update or add your security questions option, click Security Options, and then
click the Edit option that will appear to the right.

‘&n Offical Site of Chio.gov ©

6()H|ID SECURITY  DEVELOPERS  HELP  MANAGE OHID ACCOUN 2:Q

oo I °
Security Disclaims
T
0 ®
V.
2 s ©

2. You can now select security questions from the dropdown fields and add update
your answers. When you're finished, click Save Changes.

An Ometas site o Chingev ©

8 OHIID SICURTY  DEVELOPERS HELP  MANAGE OWJID ACCOUNT aQ

Edit your Security Questions
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3. You will now see your updated security questions on the security options page.
Note: Your answers are not visible on this screen to protect your account.

& OH|ID ST SRR et e : 2

DASHBOWRD SETES & APPLICATIONS SECURSTY LEVEL RECEMT ACTRTY

Security Options

L
= Security Disclaimer
] ®
18] °
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Forgot Password
1. Click the "Forgot Password?" Link

@ OH|ID

Ohio's Digital Identity. One State. One Account.

Register once, use across many State of Ohio websites

Create Account

LogIn

OH|ID

Password =

Forgot OH|ID? | |Forgot password?,

2. Enter your User ID and answer the Verification Question.
3. Click Next.

Forgot Password

@OH|ID

Plians snker tihe Nt s At o h e At
User D r’

Wikch word from che list “carioad, exact, assadil, porthelio” comtaing the lecoer “p*? 'f

Department of

Job and Family Services Last Revised: 08/10/2022
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Navigating MyOhio Security Options and Password Reset
Note: Depending on the security options you enabled, you’ll see several options to verify

your identity.

4. Choose an option to verify your identity
5. Click Next.

Forgot Password

® OH|ID

Toy TECOver your passwon, please selech one of the oplions below 0 wse Two-factor
Authentication Lo proceed,

Text Message

Vou will receive @ FIN vig @ sl message on your mobile
9 o

Yo will receive @ PIN in your emi
Q Security Questions

v

You Can answer some seourity questions to prove your identity.

Cancel

Resetting password using Text Message or Email

1. If you select Text Message or Email, a 6-digit code will be sent to your phone or

email address.

2. Enter it in the pop-up window and click Verify.
3. Click Continue to proceed.

Important: If you selected email and didn’t receive a PIN, check your junk/spam folders. If
you still don’t see it, click Send New Pin to generate another one.

A Ofbet e ot Chiogor ©

Forgot Password

®OH|ID

| Nerily I
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4. Create a new password following the guidelines and click Save Changes to reset
your password.

5. A green confirmation message will appear to note you have successfully reset your
password.
Resetting password using security questions

1. If you selected Security Questions to confirm your identity, answer the questions and
create a new password following the guidelines.

2. Click Save Changes when you’re done.

Note: The answers to your security questions are case sensitive.

Forgot Password

8@ OH|ID

Answer your Security Questions
arder to change your password, you must answer the guestions you defined for werification.
What i thie name of your first p=t?

[.. . ]

What is your fawarite book?

FOUr ANSYWer

| ]

Mew Password

| )

Cofirmn Mew Passwiond
| 3

Fasswend mist be acbeast 12 characrers kKing.
Must consaln ac beast | wppercase leger {A-2),
1 lowercase letter (a-2), 1 number (0-3),
1 special character [.,!**55:[]_-S&ie=-]

Pazswiorols aspire afear G0 days
Passwinrdd rlest MOT sonealn youe First Mame, Lase Name, User Mame ar e from lass
24 passearos
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Change Current Password
3. Login to MyOhio.gov
4. Click the Back to OHID in the top, right corner of the page.

A oficialState of Oio it Here's now youknow
L]
@h lo My Workspace My Life & Career My Resources  State News & Events ® Q

Help  Search

OBM closed the General Ledger for July 2022 Registration is now open for the 2022 Inclusi... New maternity benefits available to enrolled...
General Ledger closed Register today for the 2022 Inclusion Conference, to be held New maternity health care benefits are available to state
virtually Wednesday moming, Aug. 24 and Thursday... employees enrclled in the Ohio Med PPO and Ohio Med NN... >
Financials Enterprise Enterprise
° i tate News &
My Workspace

Self Service
$
s - Y
a 6 ()

Employment

myPay myTravel and Expenses myPerformance mylnfo Development Fund

5. Select Account Settings and Password

My Apps App Store Account Settings Security Profile & logOut @ Help

Account Settings

Choose from the options below to make changes te your account.

Manage Account

Personal Information

Update your name, date of birth, or
email.

Signingin to OH|ID

Password Password Recovery — 2-Step Verification
Change your password ﬁ Decide how you want to recover a v Opt-in to receive a one-time PIN on
™ | forgotten password login to OH|ID or additional account
[} . security
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1. A new tab will open in your browser. Fill in the required fields for Current Password,
New Password, and Confirm New Password.

2. Click Save Changes once you're done to continue.

Note: Be sure to follow all password requirements (shown on the right) when creating your
new password.

My Apps App Store Account Settings Security Profile & LogOut @ Help

<BACK TO ACCOUNT SETTINGS

Change My Password
Please fill out the fields to set up a new password. You will use it next time you login to OH|ID.
Current Password Password Guidelines
[ @]
Password must be at least 12 characters long.

Maximum length of password should be 125 characters.

New Password
Must contain at least 1 uppercase letter (A-Z)

[ @ | 1 lowercase letter (a-z), 1 number (0-9),

1 special character (15#.,%@~"&* _+=><(){}[1%";:\/?")
Confirm New Password Passwords expire after 60 days
[ @ | Password must NOT contain your First Name, Last Name, User

Name or OHID and must be different from last 24 passwords.

| Cancel

Powered by I@P ', e Privacy Notice and Policies  Accessibility — Ohio Checkbook
Platform

3. A pop-up will then appear asking if you are sure that you want to update your
password. Click Yes. Save Changes to confirm.

Are you sure you want to update your password?

This action will make your old password obsolete. This means that you will

have to use your new password the next time you login to your OH|ID account.

Cancel Yes. Save Changes

4. You will see a green confirmation message that you have successfully changed your
password.

r

5. Close the tab to return to myOhio.
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If you need additional information or assistance, please contact the OFC Automated
Systems Help Desk at SACWIS HELP_ DESK@)jfs.ohio.gov .
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